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SETUP GUIDE ONELOGIN AS IdP

STEP 1:

e Loginto OneLogin as an Administrator and go to Apps > Add Apps from the NavBar.
e Inthe search box, type SAML Test Connector (SP) and click on the App to add it.

e Enter the display name and click Save.

e After saving, go to Configuration tab and enter the following:

Audience Audience URI from Step1 of the plugin under Identity Provider Tab.

Recipient Recipient URL from Step1 of the plugin under Identity Provider Tab.

ACS (AssertionConsumerService) URL from Stepl of the plugin under

ACS (Consumer) URL Validator \dentity Provider Tab.

ACS (AssertionConsumerService) URL from Stepl of the plugin under

ACS (C URL
(Consumer) Identity Provider Tab.

Single Logout URL Single Logout URL from Step1 of the plugin under Identity Provider Tab.

¢ Click on Save.
STEP 2

e Go to SSO tab. Note down the URL/Endpoints. These will be required while configuring the plugin.

¢ Click on View Details in X.509 Certificate heading. Copy the X.509 Certificate textarea value and
keep it handy.




Key length

SHA fingerprint

X.50¢ Certificate

Go to Service provider Tab in miniOrange SAML Plugin and enter the following details:

Identity Provider Name

Onelogin

IdP Entity ID or Issuer

Issuer URL from the SSO tab in Onelogin

SAML Login URL

SAML 2.0 Endpoint (HTTP) from the SSO tab in Onelogin

SAML Logout URL

SLO Endpoint (HTTP) from the SSO tab in Onelogin

X.509 Certificate

Paste the X.509 Certificate textarea value

Response Signed

Unchecked

Assertion Signed

Checked




